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Joint Antenna Position and Beamforming

Optimization for Movable Antenna-Enabled
Secure IRS-ISAC Network

Xiaowen Cao ¥, Member, IEEE, Peng Jiang

Abstract—Integrated sensing and communication (ISAC) can
effectively improve the spectrum utilization rate and enhance the
system performance. This paper focuses on the secure commu-
nication problem in an ISAC system, which consists of a base
station (BS), a legitimate user, an eavesdropping target, and an
intelligent reflecting surface (IRS). To further investigate the im-
pact of channel reconfigurability on the security performance of
the ISAC system, movable antennas (MA) are employed at the
BS instead of traditional fixed antennas. We aim to jointly design
the communication transmit beamforming at the BS, the sensing
covariance matrix, the phase shifts of the IRS, and the positions of
the MAs to ensure secure communication for the user equipment
(UE), subject to the constraints including the maximum transmit
power at the BS, the constant-modulus constraint of the IRS,
the minimum spacing requirement between MAs, and the sensing
beam gain constraint. To address the non-convex optimization
problem, we adopt an alternating optimization algorithm. Specif-
ically, by combining successive convex approximation (SCA) and
semidefinite relaxation (SDR) techniques, the problems of design-
ing the transmit beamforming matrix at the BS and the phase shifts
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of the IRS are transformed into convex optimization problems.
Then, a particle swarm optimization (PSQO) algorithm is used to
optimize the positions of MAs. Simulation results demonstrate the
effectiveness of the IRS in improving the system performance and
highlight the superiority of MAs in improving security compared
to traditional ISAC systems.

Index Terms—Integrated sensing and communication, movable
antenna, intelligent reflecting surface, physical layer security,
particle swarm optimization.

I. INTRODUCTION

EXT-GENERATION wireless networks demand substan-
N tially enhanced sensing and communication capabilities
to support a plethora of emerging applications [1]. To en-
hance the high-precision sensing prowess within wireless sys-
tems, integrated sensing and communication (ISAC), widely
acknowledged as one of the pivotal enabling technologies for
sixth-generation (6G) wireless networks, has attracted remark-
able attention and spurred extensive researches [2], [3], [4].
A promising emerging research direction in ISAC is edge
perception [5], which refers to the integration of ISAC with
edge learning [6], [7]. This fusion brings Al-driven sensing
and decision-making capabilities closer to end devices, laying
the foundation for advanced applications such as smart man-
ufacturing, autonomous vehicles, and intelligent transportation
systems. Related work [8], [9], [10] focused on edge computing
scenarios and the field of integration of communication and
intelligence, committed to improving the efficiency and sta-
bility of systems. However, to implement ISAC in practice, it
still faces some challenges. First, the physical-layer trade-offs
between communication and sensing (such as detection and
communication [11] or estimation and communication [12]) are
hard to be characterized within a uniform framework, due to the
different resource allocation requirements like in spatial degrees
of freedom. Then, ISAC systems may inherit vulnerabilities
from conventional wireless networks, leading to a degradation in
sensing accuracy or misleading perception-driven applications.

In particular, physical layer security (PLS) has gained at-
traction as a promising approach to safeguard transmissions by
leveraging the randomness and spatial diversity inherent in wire-
less channels [13], [14]. Existing techniques, such as artificial
noise injection [15], channel-based secret key generation [16],
and cooperative jamming [17] have been widely adopted to
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enhance security in wireless networks. Meanwhile, secure beam-
forming [18] also plays a central role by precisely shaping the
transmission pattern to enhance the desired signal quality, thus
ensuring confidentiality at the physical layer. However, tradi-
tional secure beamforming designs mainly rely on fixed position
antennas (FPA), where the positions of the antennas at the trans-
mitter/receiver cannot be changed [19]. This brings a drawback,
that is, when the direction of the eavesdropper is close to the
azimuth angle at which the legitimate user receives the signal,
the channel correlation between the user and the eavesdropping
channel will increase significantly [20], making it difficult for
the beamforming technology to distinguish between legitimate
and illegal users. Therefore, a novel antenna technology called
movable antenna (MA) has been proposed in some research.
Specifically, MA connected to the radio frequency link through a
flexible cable and enabled to move via a mechanical device [21],
simultaneously provides additional degrees of freedom.

In ISAC systems, intelligent reflecting surfaces are often
considered as key technologies for reconfiguring the propagation
links [22]. Through the independent tuning of passive reflecting
elements, IRS adjusts incident electromagnetic waves to adapt
to the variations in the wireless environment, thereby achieving
coverage expansion [23], channel quality improvement [24],
and interference mitigation [25]. In situations where the direct
line-of-sight (LoS) path between the base station, the user, and
the target is obstructed, establishing a virtual LoS link via the IRS
can enhance the stability and reliability of a signal transmission.
Additionally, through the passive beamforming design of IRS
elements, it can further boost the gain for legitimate communi-
cation users while decreasing the gain for illegal targets.

IRS-assisted ISAC systems have become a research hotspot in
both academia and industry. Leveraging the tunable characteris-
tics of IRS on wireless channels, this technology can effectively
enhance the joint communication and sensing performance of
ISAC systems: on the one hand, it can expand the applicable
scenarios of the system by utilizing the property of diffracting
obstacles; on the other hand, it can optimize the system efficiency
through dynamic resource scheduling and expand the signal cov-
erage area. However, IRS-assisted ISAC systems still face many
challenges, such as high complexity of the channel estimation
and complexity of the system-level interference management. It
is worth noting that the dynamic regulation capability of IRS on
channel characteristics also provides a new technical path for
improving the security performance of ISAC systems.

A. Related Work

1) PLS: In research related to PLS, some research attempts
are committed to ensuring the security performance of the
system by maximizing the secrecy energy efficiency [26], [27].
Specifically, in [26], the secrecy energy efficiency of primary
users was guaranteed by jointly designing the artificial noise
vector and discrete phase shift of the IRS. Furthermore, the work
in [27] considered a visible light communication network and fo-
cused on exploring the approach to optimize the performance of
secrecy energy efficiency. The authors in [28] discussed ensuring
the security of unmanned aerial vehicle (UAV) communication
through cooperative jamming and trajectory control, while they
further considered a power adaptation scheme in the 3D state and
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introduced multi-point cooperation [29]. Furthermore, the work
in [30] investigated the security transmission problem in UAV-
assisted mobile edge computing based on reinforcement learn-
ing. Assisted by IRS technology, the work [32] optimized the
security performance in a healthcare network with the assistance
of the IRS, while authors in [31] used a hybrid deep reinforce-
ment learning method to address the security issues in air-ground
communication, improving the communication security perfor-
mance through multi-UAV cooperation. From the perspective of
jamming and beamforming in communication security, robust
security of UAV communication is achieved through the design
of jamming beamforming in [33], and [34] combined the IRS
with non-orthogonal multiple access (NOMA) to achieve secure
transmission through adaptive jamming beamforming. The ad-
vantages of IRS-UAV for ISAC and related typical technologies
are introduced, and different optimization schemes are proposed
to address jamming and eavesdropping attacks [35]. Taking into
account the imperfect sensing estimation, it could provide a more
in-depth research direction for communication security [36].

In some relevant studies on the security performance of
ISAC systems, the authors in [37] and [38] considered the
scenario where the targets are eavesdroppers and assumed that
the non-ideal channel state information can be obtained, which
proposed a robust scheme for ISAC systems to improve secure
communication and sensing services. The systems studied are
mainly in the state where communication and sensing operate
independently rather than cooperatively. In the cooperative state,
authors in [39] proposed a secure transmission of ISAC systems
by optimizing resource allocation design.

2) IRS-Aided ISAC Secure Transmission: Currently, there
have been many studies utilizing the IRS to assist in enhancing
the security performance of the ISAC system [40], [41], [42],
[43], [44], [45], [46], [47], [48], [49], [50]. In specific, the study
in [40] proposed a semi-passive IRS-aided ISAC scheme. For
both scenarios of point targets and extended targets, it aims to
maximize the secrecy rate while minimizing the Cramér-Rao
bound (CRB). In the research on the combination of UAVs
and the ISAC network, the work in [41] deployed the IRS on
UAVs. By leveraging the high-altitude characteristics of UAVs,
LoS links were established, thus expanding the coverage area.
Moreover, another investigation [42] combined the ISAC base
station (BS) with UAVs, enhanced the signal strength through
the IRS, and jointly optimized phase shifts of the IRS and the
trajectories of the UAVs. In scenarios where the LoS links are
obstructed, the authors in [43] utilized the links established by
the IRS to realize the virtual LoS link surveillance of illegal
targets that are difficult for the BS to detect. Additionally, the
research in the non-orthogonal multiple access system [44],
through jointly designing the phase shifts of the IRS and artificial
jamming, can achieve target detection while ensuring the secure
communication of users. In the work [45], the authors studied
the IRS-aided ISAC system, taking into account multistatic
cooperative sensing. By utilizing the shared azimuth angles, they
achieved the localization of the eavesdropping target. Based on
the positioning information obtained from the sensing, they opti-
mized the communication transmission beamforming to realize
secure communication. The authors in [46] and [47] utilized
the simultaneously transmitting and reflecting reconfigurable
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TABLE I
COMPARISON OF RELATED WORKS WITH OUR WORK

Reference | IRS | MA | ISAC | Security Objective Function Sensing Metric Communication Metric | Optimization Method
[26] v X X v Communication metric - Secrecy energy efficiency DRL
[27] X X X v Communication metric - Secrecy rate SCA
[31] v X X v Communication metric - Secrecy rate DRL
[33] X X X v Communication metric - Sum secrecy rate SCA/SDR
[40] v X v v Communication metric CRB Secrecy rate SCA/SDR
[42] v X v v Communication metric Echo SNR Sum secrecy rate SCA
[43] v X v v Communication metric Echo SNR Sum secrecy rate SCA
[44] v X v v Sensing metric Beam pattern gain SINR Penalty-based
[45] v X v v Communication metric | Estimated localization Sum secrecy rate SCA
[50] v X v v Communication metric Echo SINR Secrecy rate DRL
[51] X v X v Communication metric - Beam gain Closed form
[52] X v X v Communication metric - Secrecy rate Gradient descent
[53] X v X X Communication metric - Sum data rate SCA
[54] X v X X Communication metric - Transmit power Generalized Benders
[571] v v v X Both metrics - Sum communication rate KKT/DCA
[58] X v v X Sensing metric CRB SINR SCA
[59] v v v X Sensing metric - SINR SCA
Proposed v v v v Communication metric Beam pattern gain Secrecy rate SCA/PSO

Note: DGA: Direct gradient descent; KKT: Karush-Kuhn-Tucker.

intelligent surface (STAR) to enhance the security performance
of the IRS-ISAC system. The authors in [48] and [49] replace the
passive IRS with the active IRS, achieving the phase modulation
of the incident signal and simultaneously amplifying the signal.
Furthermore, the soft-actor critical algorithm in reinforcement
learning was applied to enhance the security of IRS-supported
ISAC systems as described in [50].

3) Beamforming and Position Optimization for MA: Current
research on MA-assisted communication systems mainly cen-
ters on two crucial aspects, i.e., beamforming design [51], [52]
and MA position optimization [53], [54]. The seminal work [19]
proposed a channel estimation framework for MA systems based
on field responses. It also developed a computational method to
analyze channel responses under different MA setups within
factory environments.

Moreover, recent studies have combined MA with IRS to
leverage channel reconfigurability. The work in [55] presented a
coordinated MA-IRS system that reduces the user-side signal-to-
interference-plus-noise ratio (SINR) by dynamically positioning
antennas on IRS surfaces. The authors in [56] explored en-
hancements for Internet of Things (IoT) networks through joint
MA-IRS reconfiguration strategies, which dynamically reshape
propagation environments to enhance channel conditions.

Existing studies have systematically explored the spatial ad-
vantages of MA in ISAC systems. These investigations demon-
strate significant benefits, including enhanced sensing beam
gain [57], [58], [99], [60] and optimized communication per-
formance under sensing constraints [61], [62], [63]. Specifi-
cally, the work [58] implemented MA configurations at both
BS and user terminals, deriving MA position relationships and
formulating a constrained CRB minimization problem. Under
the constraint of communication SINR, authors in [59] and [60]
respectively achieved the maximization of the radar SINR and
the maximization of the minimum radar beam gain, through
the joint optimization of transmit beamforming and antenna
positions. The authors in [61] proposed an effective framework

to enhance the communication SINR and the beam pattern gain.
The work in [62] achieved a significant improvement in the
communication rate and sensing mutual information of ISAC
compared to fixed uniform arrays. The bistatic ISAC analysis
in [63] decomposed a joint optimization into four coupled
subproblems using MA arrays and dual performance metrics.
However, in the studies mentioned above, the impact of the
channel reconfigurability introduced by MA and IRS on the
security performance of ISAC systems has not been thoroughly
investigated. The comparison between related work and our
work is shown in Table I.

B. Motivation and Contribution

To comprehensively harness the synergistic channel reconfig-
urability offered by IRS and MA, this paper delves into the realm
of secure communication within IRS-enabled ISAC systems
with MA. In these systems, the ISAC BS deployed with MA, is
tasked with the dual challenge of detecting potential targets that
may concurrently function as eavesdroppers and ensuring the
uninterrupted communication with legitimate users. Addition-
ally, given that the LoS paths between the BS, the user, and the
target are obstructed by physical blockers, the reconstruction of
the communication link through the IRS becomes imperative.
The contributions of this paper are summarized as follows.

® We aim to jointly optimize the transmit beamforming vec-

tor, IRS phase shift configuration, and BS-mounted MA
positions, while satisfying the maximum transmit power
constraints, IRS unit-modulus phase shift constraints, an-
tenna displacement spatial constraints, and minimum beam
pattern gain constraints. The inherent strong coupling
among optimization variables induces non-convex inter-
dependencies in the objective function, rendering the joint
optimization problem mathematically intractable.

® To tackle the above challenge, we propose an alternating

optimization algorithm. The original problem is decoupled
into two subproblems, which respectively target the joint
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transmit beamforming, IRS phase shift design, and antenna
position optimization. Specifically, when the positions of
MAs are fixed, the first subproblem is further decom-
posed into two mutually coupled modules. In the first
sub-module, the successive convex approximation (SCA)
and semidefinite relaxation (SDR) techniques are utilized
to transform the primary problems into tractable convex
subproblems. Subsequently, based on the obtained transmit
beamforming matrix, SCA and sparse reconstruction con-
jugate rank (SRCR) techniques are combined to transform
the IRS phase shift design problem into a convex problem.
Finally, a particle swarm optimization (PSO) based algo-
rithm is used to perform a metaheuristic-driven stochastic
search, iteratively optimizing the positions of MAs based
on the given beamforming vectors and IRS phase shifts.

e The simulation results demonstrate the effectiveness of
the MAs-assisted IRS-ISAC system in enhancing security.
Meanwhile, compared with the traditional FPA, it can
achieve higher security performance.

C. Organization

The remainder of this paper is structured as follows. Section II
details the system model and formulates the associated prob-
lems. Subsequently, in Section III, we put forward the proposed
algorithm. Moving on to Section VI, simulations are carried out
to showcase the performance of the proposed solution. Finally,
the conclusion is presented in Section VII.

Notation: The bold-face lower-case and upper-case letters
denote the vectors and matrices, respectively. |a| represents
the absolute value of a. diag{a} represents a diagonal matrix
where the elements of vector a are placed on the main diagonal.
()7 and (-) represent the transpose and hermitian transpose,
respectively. || denotes the floor function. E() denotes the
statistical expectation. CA/(0, o%) represents a complex circu-
larly symmetric Gaussian distribution with a mean of zero and
a variance of o2, Tr(A.) represents the trace operation of matrix
A. []" = max{-,0}. VI f(W,R,) represents the conjugate
transpose of the gradient of the function f(-) with respect to the
matrix W.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a secure IRS-ISAC system,
where the ISAC BS needs to communicate with a user under
the assistance of an IRS and sense an environmental target. A
BS equipped with a linear MA transmit array of length .J, along
which the positions of M antennas can be adjusted flexibly.
While the BS communicates with the legitimate user called Bob
equipped with a single antenna, it needs to sense the target lo-
cated at the non-line-of-sight (NLoS) link. Assume that the target
called Eve also has a single antenna and attempts to intercept
Bob’s data. Direct links between the BS and the user/target are
assumed to be unfavorable due to blockages. As a result, the
IRS is responsible for generating strong virtual LoS links to
support communication and sensing performance. We further
assume that the IRS is a uniform planar array with N reflecting
elements. The antenna position vector of the linear MA array in

T
the BSisrepresentedast = [tl, to,....tar| € RM wheret,,
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Target(Eve)

ISAC-BS Bob

Fig. 1.
MA:s.

Illustration of the IRS-ISAC system, where the BS is equipped with

denotes the coordinates of the m-th antenna. We define the sets
of MAs and IRS as M ={1,...,M} and N = {1,..., N},
respectively. To mitigate the mutual coupling between antennas
of finite size, a minimum distance d,;, is imposed between any
two antennas which is given by

‘ti_tj| deinaVivjeMvi#j (1)

A. Channel Model

Considering the planar far-field channel model, each trans-
mit/receive path within the same channel shares acommon angle
of departure, angle of arrival, and path response coefficient, but
with distinct signal phases. For simplicity, it is assumed that
all channels undergo quasi-static flat-fading and the CSI of all
channels involved is perfectly known at both the BS and the IRS.
Thus, the channel between the IRS and the BS can be expressed
asH(t) = G(t) A”F € CM*N The notations mentioned are
defined as

i G(t) = [Gl(tl), ey Gm(tm), ey G]w(t]w)] S ct M
is the transmit field response vector (FRV) in the BS,
where L denotes the number of channel paths between
the BS and the IRS. Each G,,, € CF*! corresponds to the
transmit FRV from the m-th MA and the IRS for m € M.

o Gp(ty) = [edFtmeostma i 5tmeostn L]H where
0.1 € [0, 2] is the elevation angles of the [-th path for the
m-th antennas forl = 1, ..., L, and A is the wavelength.

e A =diag{[v1,...,v1]} € CE*L where v is the complex
response of the path .

o F=I[f(r1),...,f(rn),...,f(rn)] € CE*¥ is the receive
FRV of the IRS, and r, = (z,,y,) represents the
n-th coordinates of the reflection element. f(r,) =
[63'2%03\(1%)7 eI FEPr(n) ,ejr"-T"pf(rn)]T € CL*1 where
pi(ry) = 2y + sinOF cos ! + y, cos 07 is the difference
in the propagation distance of the signal for the i-th re-
ceiving path between the position of the element r,, and
the origin of the IRS. Here, v and 6] are the elevation
and azimuth angles of the ¢-th receiving path at the IRS,
respectively.
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The channel between the IRS to Bob h,.; € CN*1 follows
the Rician fading, which is given by

d—22 LoS / NLoS
L7b < +1 rb+ +1

where ¢ denotes the path loss factor at the reference distance
to = 1m, d, ; represents the distance between the IRS and Bob,
% stands for the Rician factor, and h);*> ~ CA/(0,T) denotes
the NLoS component. Given the ammuth 0,5 € (0, 277} and the
elevation angle ¢, ;, € (—7 /2, 7/2] from the IRS to the user, in

accordance with [64], the LoS component is expressed as h';obs,

h,, =

and its n-th elements [hL9%],, is given by

— oi2mdr (L Inea+(n—|

(5], R INam2) /% wn e N, (3)

where 7,1 = sin(6, ) sin((rp), Mp,2 = sin(fy.p) cos(¢rp)s Ne
denotes the number of IRS elements in each row, and d,. is the
space between adjacent reflecting elements.

Assume that the virtual LoS channel created by the IRS is
stronger than the NLoS channel. Let 6,. . and (.. represent the
azimuth angle and departure angle of the target relative to the
IRS, respectively. Similarity, the steering vector between the
IRS and the target can be expressed as a € CV*1, and its n-th
element steering vector [a],, is given by

[a], = e]’?vrdr(LN%ME,H-(TL*LN%JNz)nE,z)/)\7vn ceN, &

where 71 = sin(0,¢)sin(Gre), ez = sin(by¢) cos((re)-
Thus, the channel between the IRS and Eve can be expressed

ash, .=, /Ld;ﬁza(ﬁm, Cre) € CV*1 where d,. . represents

the distance.

B. Signal Model

Let s. ~ CN (0, 1) represent the communication signal trans-
mitted to Bob, x,, € CM*! denote the sensing signal vector,
which is generated independently of the communication signals.
The covariance matrix of x,. is

R, £ E(x,x™) > 0. ©)
The transmit signal of the ISAC BS is represented as
X = W¢Se + X, 6)

where w, € CM*1 denote the beamforming matrices for the
communication. The covariance matrix R, of the transmitted
signal x can be expressed as

R, = E(xx) = w.w? + R,. @)

The beamforming gain defined by P(w,.,R,, ®,t) in the
sensing direction 6, . is adopted to measure the radar perfor-
mance and can be expressed as

= E (|nfL.@H()"x|*)

= hf SH(t) w . w+R, H(t)®"h, ., (8)

where ® = diag(¢1, ..., ¢n,- .-, N ) represents the phase shift
matrix of the IRS with ¢,, = &,e/%, €, € [0, 1] represents the
amplitude reflection coefficient, and ¥,, € (0, 27| denotes the

Pw.,R,,®,t)
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phase shift of the n-th reflecting element. For simplicity, the
amplitude effect of the IRS isignored, i.e., &, = 1,Vn € N [65].
The received signal at Bob and Eve can be obtained as

yi = hF®H(t)"x +ny,i € {b,e}, ©)

where n;, and n. hollow the distribution with CN(0, 0%) rep-
resent the received noise at Bob and Eve, respectively. Let
hy(®,t) = H(t)®"h,; and h.(®,t) = H(t)®h, . denote
the equivalent channels from the BS to Bob and the BS to Eve,
respectively. Then, the achievable data rate Ry(w., R,, ®,t)
for Bob can be expressed as

Ry B ) —logy 14— Po(@8) el (10
o(We R ®.8) =logs |14+ g SR Iy (@ 6) 107) - ()

Similarly, the eavesdropping data rate R.(w., R, ®,t) for
Eve to intercept the information intended for Bob is given by

e (®,t) w,|”
3] (D

Re(we, R, ®,t) =1 1
(w ) Og2<+he(¢,t)HRrhe(<I>,t)

Thus, the system’s secure rate Rye.(W., R, @, t) is formu-
lated as

Rsec(Wc7RTa¢at):[Rb(Wc;Rra¢at)_Re(chRra¢at)]-!_ (12)

C. Problem Formulation

The objective in this work is to maximize the secure rate by
jointly designing the transmit beamforming w., the covariance
matrix R, the phase shift matrix ®, and the MA’s position t.

(P1): oA Reee(we, R, @, 1)
st. P(we, R, @,t) > ¢, (13a)
[well? + Tr(R;) < Prax, (13b)
R, 0, (13¢)
® = diag(e??1, ... eIN), (13d)
Iti — t;] > duin, Vi, j € M,i # j, (13¢)
€[0,J],Ym € M. (13f)

The radar beamforming gain is specified in the constraint
(13a), where ¢ represents the minimum required radar beam-
forming. Constraint (13b) denotes the transmission power bud-
get at the BS, with P« representing the maximum transmission
power. Additionally, constraint (13d) addresses the phase shift
constraints of the IRS, while constraints (13e) and (13f) repre-
sent the MA position constraints. It is observed that the problem
(P1) is highly non-convex due to the non-convex objective
functions and constraints among coupling variables.

III. PROBLEM OPTIMIZATION

In this part, we divide the original problem into two subprob-
lems. Specifically, under any given antenna position, we opti-
mize w., R,, ®, by leveraging the SDR and SCA techniques.
Then, with the obtained w, R,., ®, we use the PSO to optimize
the antenna position.
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A. Performance Optimization Under Fixed Antenna Position

Given the antenna positions, the primary problem is reduced
into

(P2) : max Reee(we, R, @)
s.t. hf(wcwf + Rr)hea Z g, (143')
||Wc||2 + TI‘(RT) < Prax; (14b)
R, >~ 0, (14¢)
® = diag(e??1, ... e?"N), (14d)

This problem is still non-convex. To handle it, we decom-
pose problem (P2) into two sub-problems, namely the joint
optimization problem of the communication beamforming and
the sensing covariance matrix, and the IRS phase-shift design
problem. For the first sub-problem, we adopt a hybrid approach
combining SCA and SDR. Specifically, we apply SDR to trans-
form the non-convex problem into a tractable problem. The SDR
algorithm relaxes non-convex quadratic optimization problems
by replacing the rank-one constraint with positive semidefinite
constraints, yielding both alower bound on the optimal value and
approximate solutions via techniques like Gaussian randomiza-
tion. Then, we use a rank-one reconstruction method to enforce
the rank constraint approximately, ensuring the solution quality.
For the second sub-problem, we employ a similar SCA-SDR
framework. However, due to the limitations of the traditional
Gaussian randomization in recovering rank-one solutions, we
leverage the successive rank-constrained relaxation (SRCR)
algorithm, which iteratively refines solutions while respecting
the rank constraint.

1) Optimization of Beamforming Vector and Radar Covari-
ance: Under any given t, ®, we define W, = chf ,W.,>0
and rank(W,) = 1, as well as H, = h.h# and H, = hbhf.
Thus, it has

tr(H, W)
Ry(we,R,) =log, [ 14+ ————— ], 15
b( ) 22 ( w(ILR,) + 02> (15)
r(H.W,)
Re(we,R,) =log, [ 1+ ——2—"¢ || 16
( ) 82 ( tr(H.R,) + g2> (16)

P(We, Ry, ®)=h" (wow! +R,)h, :Tr(fle(Wc 4 RT)) .

a7
Hence, problem (P2) can be equivalently reformulated as
(P2.1) : max Rp(w.,R;) — Re(we, Ry)
we, Ry

s.t. tr (I:Ie(WC + Rr)> > e, (18a)

tI'(WC) + tr(Rr) < Pmaxa (18b)

R, >0,W, >0, (18¢)

rank(W,.) = 1. (18d)

Note that problem (P2.1) is still non-convex due to the non-
convex objective term. To deal with it, we recast the function
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Ry,(W,, R,) in a form of difference of convex functions, i.e.,

Ry(We, Ry) = Fi (W, Ry) — Fo(R,), (19)
where
Fi(W.,R,) =log, (% + u(Hy(W. + R,))),  (20)
F(R,) = log, <02 + tr(ﬂbR,,)) .
Similarly, we rewrite the eavesdropping rate as
Re(We, Ry) = f1(We, Ry) = f2(Ry), (22)
where
[i(WeR,) =logy (o + Te(HL.(W. + R,)) . (23)
and
f2(Ry) = log, (0 + Tr(HLR,)) . (24)

Due to the non-convexity of the objective function, we adopt
the SCA technique combining it with the classical majorization-
minimization (MM) algorithm to find a concave surrogate func-
tion for the objective function, and then solve the problem
alternately using this surrogate function. Specifically, the SCA
takes advantage of the ease of solving convex optimization
problems, transforms non-convex problems into a series of
convex subproblems, and obtains an approximated solution to
the original problem by alternately solving these subproblems.
Hence, by taking the first-order Taylor expansion on the concave
function F5(R,.) and f1(W,, R, ), we have

1 Hy(R, — R
B(R,) < BRM) +ur | — (e = G 2
In2 452 4 Tr(H,R)

£ [ (R,), (25)
and

HWLR,) < fi(WEFD) RED)
(T £ (W, RED) (W, W)
+ Tr(Vﬁr AW REN(R, — Rgﬁﬂ))

£ f_ 1 (Wca RT)a
(26)
where Wikl) and ngl) are the updates of W, and R, in the
k1-th iteration, and

V\}IIVC fi (W£k1)7 ankl)) = Vgr fi (vacl)7 R£k1))

_ b H,
262 41y (AW + T (ERE))

27)

Utilizing (25) and (26), we construct a lower bound function
for the objective function of problem (P2.1), and serve it as
the surrogate function. Consequently, problem (P2.1) can be
approximated as

P2.2 Fi(W.,R,) - (R,
( )V{,nag 1( ) »(R,)

cy
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- fl(WCer) +f2(RT)
s.t. (18a), (18b), (18¢c), (18d).

Using the SDR method to remove the rank constraint (18d),
the transmit beamforming subproblem can be transformed as

(P2.3) V{frfr}ti (W, R,) — F(R,y)

- fl(wca Rr) + fQ(Rr)
s.t. (18a), (18b), (18c),

which is a convex problem and can be solved by CVX. Let
‘W7 and R} represent the optimal solution obtained to problem
(P2.3). However, due to the lack of the rank-one constraint,
the obtained solution may not be optimal to problem (P2.2).
Therefore, according to [66], it is necessary to construct a
solution that satisfies the rank-one constraint, as given in the
following lemma.

Lemma 1: Given the optimal solution W and R} to problem
(P2.3), the optimal solution to problem (P2.2) is

wo' = (h'Wh,) /* Wih,. (28)

(29)

Proof: Define W' = woPt(w2P*)H = () (of rank one), and
Rﬁpt are the optimal solutions to problem (P2.1). Accord-
ing to (29), W' + R2?" = W + R}. Thus, it satisfies the
power constraint of the objective. It is not difficult to prove
tr(H (W + R2")) = tr(H,(W?* + R%)), so it meets the
sensing performance index of the objective. Therefore, it com-
pletes the proof.

The detailed algorithm for solving w. and R, is summarized
in Algorithm 1. Here, €, represents the precision of convergence.
In the initialization phase, the maximum transmission criterion
(MRT) is adopted. The phase shift matrix & is set as an iden-
tity matrix. On this basis, in accordance with the MRT criterion
and following the principle that the beam direction is consistent
with the equivalent channel direction, the beamforming vector
is precisely aligned with the user and target directions. Through
this method, the useful signal can be maximally enhanced in the

opt __ * * opt opt H
R =R+ W, —w, (WC ) .

initial state, thereby obtaining the parameters w£°) and Rﬁo) in
the initial state.

2) Optimization of Phase Shift of IRS: With w. and R, ac-
cording to Algorithm 1, we define v = (e/V1 e/¥2 ... efVn)H,
Then, we introduce the following relationships. First, consider
¢Hw, = vdiag(¢F)H(t)" w., where i € (b, e). By introduc-
ing V=vv, we can obtain [¢Fw,.|?2 Tr(A,V). Here,
A; = diag(¢;,)"H w w7 Hdiag(¢;) and i € (b,e). Simi-
larly, for ¢f'R,.¢;, we have ¢fR,.¢; = Tr(N; V), with N; =
diag(¢;)"HYRHEH diag(¢;) and i € (b,e). Thus, the opti-
mization problem can be expressed as

(P24): max logy| 1+ M
\4 TI‘(NbV) + o2

Tr(A.V)
— 10g2 1+ ————
Tr(N.V) + o2

IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 13, 2026

Algorithm 1: SCA-based algorithm for solving problem
(P2.1).

Input: {w£°>, REP)}.
Initialize A = oo, k1 = 0;
While (A > ¢;)
At the k;-th iteration, solve the non-convex problem
(P2.3) and get W} and R7;
Construct woP* and R using equations (28) and (29)
for the (k1+1)-th iteration to get Wg“H) and RS’““);
Calculate RV based on woPt and ROPY;
Update
A = |RESD — REV| REY « RUELTY,
Wfl = ngt’ Rfl = R?pt, kl = kl + 1;
End while
Output: {wort RoP'}.

s.t. Tr(NSV) > g, (30a)
V =0, (30b)
rank(V) = 1, (30c)
[Vlpm =1, neN. (30d)

According to the properties of logarithms, the objective func-
tion can be transformed into

Ryee(V) = log, (02 F TN V) + Tr(AbV)>

—log, (02 + Tr(NbV))

I (V)

—log, (02 +tr(AV) + tr(NeV))

I (V)
+ log, (02 + Tr(NeV)) . 31)

By leveraging the SCA approach to approximate its convexity,
we check its first-order Taylor expansion on I; (V) and I (V)
to obtain their upper bounds, which can be expressed as

L(V) < log, (02 + tr(NbV(kz)))
+ Tr i 1\11)
In2 52 4 tr(N, V(k2)

)(V — V““”)) , (32)

and

1(V) < logy (0 + (A V) (R, V)

N.+A,
+Tr |— = =
In2 g2 4tr(N,VE2)) ftr(A V(k2))

(V_V(k2))> ,
(33)

where V (#2) is the locally optimal solution at the ko-th iteration.
Substituting the upper bounds of 71 (V) and I5(V) in (32) and
(33) and omitting the constant terms in (31), problem (P2.4) can
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be reformulated as

(P2.5) : max log, (02 + Tr(N,V) + Tr(AbV)>

Tr 1 NbV
In2 52 4 (N, V(k2))
— Tr i _ Ne + Ac _ Vv
In2 52 4 tr(N,V*2)) tr(A,V(k2))

+ log, (02 + Tr(NeV>
s.t. (30a), (30b), (30c), (30d).

It can be observed that the convex problem can be effectively
solved by relaxing the constraint rank(V) =1 in (30c). The
SDR and Gaussian randomization algorithm can be used to
obtain an approximate solution for v, but it cannot guarantee
the convergence of the overall algorithm. SRCR diverges from
traditional algorithms, which entirely abandon the rank-one
constraint. Instead, it adjusts the constraint condition through the
relaxation parameter w € [0, 1]. When w = 0, it’s tantamount
to discarding the rank-one constraint, allowing for the discovery
of a feasible point. As w steadily rises from 0, the rank-one
constraint is progressively met until it eventually nears the true
rank-one constraint set. Therefore, according to [67], SRCR is
adopted to equivalently transform (30c) into

ull (V(’”)) Vit (V<k2)) > wk) T (V)

max

(34)

where V (#2) represents a feasible solution obtained at the k-th
iteration. The eigenvector corresponding to the largest eigen-
vector of V(¥2) is denoted as tyax(V(#2)). Additionally, we
sequentially increase (¥2) from 0 to 1 through iterations in
order to gradually approach a rank-one solution. After each
iteration, the relaxation parameter can be updated as

e vV (k2+1)
Xma: ( ) +Q(k2+1)>7 (35)

(k2+1) ;
w < min (1, w(VaiD)

where XmaX(V(k?“)) represents the largest eigenvalue of
V (k241 and p(*2+1) denotes the step size for the weight param-
eter updating. The optimization problem can then be expressed

(P2.6) : max log, (02 + Tr(N, V) + Tr(AbV))

—Tr L NQV
In2 g2 4 (N, V#2))

e (N, +A,)V
252 4 (N, VF2)) 4 tr(A, V()

+ log, (02 + Tr(NeV)
s.t. (30a), (30b), (30d), (34).

Problem (P2.6) can be solved by the CVX tool. Similarly, the
detailed algorithm steps for optimizing V by using the SCA al-
gorithm will be described in Algorithm 2. Here, €5 represents the

4447

Algorithm 2: SCA-based algorithm for solving problem
(P2.4).

Input: {wo! RoPt}.
Initialize a feasible iteration point {V (9}, o(®),
Set Ay = o0, w(o)—O ko = 0;
While (AQ > 62)
Solve non-convex problem (P2.6) with {co(2), V(k2)}
to obtain V*;
IF (problem (P2.6) is solvable)

Update V (k21 — v* o(k2+1) — 5(0);  Elge
Update V(F2+1) — y(k2) plkat1) — g(;2>; End
Update @ *2+1) by (35) and ko = ko + 1;
r(V(k2)
Calculate Ay = %’
Endwhile
predefine threshold and when Ay = Tr(V V (k2) )/ Xma (V(kz)) is

less than €9, the objective value of problem (P2.6) converges.
After calculating matrix V* according to Algorithm 2, find
the eigenvector e°* corresponding to its maximum eigenvalue.
Then @ is the diagonal matrix formed with e°* as its diagonal
elements.

B. Optimization of Antenna Position

With the obtained w., R,. and ®, we next optimize the antenna
position t. Thus, the original problem (P1) can be reduced into
the following optimization problem

(P3) : max Rsec(t)
s.t. W ®HG)(w.w/4R, ) HH@"h, . >, (36a)
‘tz - t_7| Z dminavz.aj € M,Z 7é j7

€ [0, J],¥Ym € M.

(36b)
(36¢)

Note that the high non-convexity of the above problem makes
it challenging to solve. Moreover, the high-dimensional transmit
response matrix of the moving antennas significantly increases
the complexity of the problem when using search-based meth-
ods. Therefore, the problem can be solved by using the PSO
algorithm.

Specifically, the principle of PSO lies in representing each
potential solution within the solution space by a particle. These
particles fly at a certain speed. During the flight, they adjust
their positions continuously based on their respective personal
best positions and the global best position found by the en-
tire particle swarm, constantly searching for the global op-
timal solution. We first introduce S particles and initialize

their posmons and Velocmes toP = {p1 , p§°)7 R O)} and

U= {N1 s ), c g )} respectively, where ,ug )represents

the initial velocity of particle s and each particle represents a
possible solution for antenna position, i.e.,

O = 30 4©) 4O

517527""5M] (37)

ps

where 0 < t(o) < Jforl<k<M1<Fk<.S, which repre-
sents the posmble position of the k-th antenna of the s-th particle
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within the finite movement region. The PSO algorithm could
efficiently search for the optimal particle among these .S particles
and identify it as the solution to problem (P3). The detailed
process is outlined as follows.

1) Definition of the Fitness Function: The fitness func-
tion is used to evaluate the performance of each particle, which
means to determine whether the particle’s position can achieve
the desired performance requirements. Considering constraints
(13a) and (13e), we introduce a penalty function as

M-1 M
I(pgq>) S 5(‘:&5(1)_7:5;)
a=1 a=a+1

+76 (P (p) <€) Vs € [1,8),

< dnlin)

(38)

where pgq) is the antenna position of the s-th particle in the ¢-th

(1 < ¢ < Q) iteration, and ) denotes the maximum number
of iterations. 7, and 7, represent the penalty factors for the
antenna position constraint (13e) and the sensing constraint
(13a), respectively. They can adjust the severity of the penalties.
0(+) is an indicator function, which equals 1 when the condition
is satisfied and O otherwise. Thus, the fitness function is defined
as

F(p) = Buee (b)) 2 (p") . (39

At the same time, 7; and 7,- need to use the penalty function
at position Rsec(pgq)) — (1 + 7r) < 0 to drive the particles to
satisfy the relevant constraints. Therefore, as the number of
iterations increases, the penalty function 7 (pé(”) will converge
to 0.

2) Updating of the Particles’ Positions and Pelocities:
The position of the s-th particle is controlled by its own local best
position p’ and the global best position p* among all particles,
which is evaluated by the fitness function. Therefore, according
to [68], the position and velocity update of the s-th particle can
be expressed as

q+1)

v = vl +erra(ph—pl?) +cors(p* — pi?),

=1, 8,0t = B (p + vtV (40)
where ¢; and cy are individual and global learning factors,
respectively, for determining the step size of each particle
moving towards the best position; r, and r3 are two random
parameters uniformly distributed in [0,1], which aim to increase
the randomness of the search for escaping from local optima;
¢ represents the inertia weight, to balances the particle’s search
speed and accuracy [68], its value will gradually decrease as the
number of iterations increases, which is shown as

wq) , (41)

¢ = (gmax - Q
where ¢nax and ¢uin are the maximum and minimum value of
S.

Since the antenna position cannot exceed the movement
range, namely constraint (13f), the coordinates of points that
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exceed the range are mapped to the corresponding maxi-
mum/minimum values,

J, if [fl], > J,
[i)]u

[B(p)li = (42)

otherwise.

Therefore, according to the mapping function B(p), it ensures
that the antenna position remains within the feasible region
throughout the iteration process.

C. Overall Solution

The overall algorithm framework proceeds as follows. Ini-
tially, S particles are initialized with randomized positions and
velocities under predefined system constraints. For each parti-
cle’s antenna configuration, the variables of transmit beamform-
ing w,, sensing covariance matrix R, and IRS phase shifts ®
are iteratively optimized via Algorithm 1 and Algorithm 2, with
the corresponding secure rate R .. serving as the fitness metric.
Following this, local best positions p} and the global best p*
are updated through fitness comparisons. During () iterations,
the inertia weight ¢ is dynamically scaled, after which velocity
and position vectors are refreshed using PSO kinematic rules.
Each update triggers re-evaluation of R..., p; and p*. Upon
convergence, the optimal antenna configuration t is derived from
p”, yielding the joint solutions w., R, and ® that satisfy all
security and sensing constraints. The overall algorithm details
for solving problem (P1) are summarized in Algorithm 3.

IV. NUMERICAL RESULTS

In this section, we present numerical simulation results to
demonstrate the performance of the algorithm. We consider the
distance-dependent path loss model, that is, 3 = Sy(d/dg)~%,
where 3y = —30 dB represents the path loss at the reference
distance of dgp =1 m, and we set & as 2.2. Throughout the
simulation, we set the positions of the BS and IRS as (0 m,
0 m), (0 m, 50 m). The user and target are placed 2 m away
from the IRS, with the azimuth angles of both the user and the
target relative to the IRS set to /6 and —7 /6, Additionally,
some parameters are carefully defined in Table II.

Itis observed from Fig. 2(a), regardless of how the parameters
are set, the proposed algorithm can achieve convergence in
a consistent way. Further observation reveals that when other
parameters remain unchanged, there are obvious correlations
between the secure rate and the number of antennas, the num-
ber of IRS, the movement range of antennas, and the sensing
threshold. Specifically, as the number of antennas increases, the
secure rate may increase accordingly; changes in the number
of IRS also have an impact on the secure rate; the size of the
antenna movement range affects the change of the secure rate
to a certain extent; and the adjustment of the sensing threshold
also shows a certain correlation with the secure rate.

Fig. 2(b) performs a comparative analysis of the performance
between the FPA and the MA. The results show that the perfor-
mance of both can gradually converge as the number of iterations
increases. However, compared to the FPA, the MA demonstrates
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Fig.3. Beam gain diagram.

significant advantages and can achieve a higher communication
security rate. This result strongly proves the important role of the
MA in channel reconstruction. It can better adapt to changes in
the channel environment by flexible position adjustment, thereby
enhancing the security and efficiency of communication.

Fig. 3 clearly presents the beam gain of the signal. Through
careful observation of this figure, it can be found that when
certain specific conditions are met, the signal strength reaches
its peak, which fully indicates that the signal power is maximized

in the direction of the user. In the direction of the eavesdropping
target, the signal also has a certain power. During the simulation,
the sensing threshold is set at 5 W, and at this time, the signal
strength can exactly reach this threshold level, which means that
the minimum requirement for sensing performance is met. In
short, this result shows that during the process of exploring the
target, the goal of enabling the user to obtain the strongest energy
has been successfully achieved. While ensuring the sensing
performance, the signal power distribution in the user’s direction
has been optimized.

Three benchmark algorithms are introduced for comparison

with the proposed algorithm.

e FPA: This ignores the optimization of antenna positions
and selects a traditional fixed-position antenna array. It
jointly optimizes the IRS phase shifts, communication
beamforming, and the sensing covariance matrix.

o Fixed IRS: Tt indicates ignoring the optimization of IRS
phase shifts, selecting fixed IRS phase shifts, and only
optimizing the antenna positions, communication beam-
forming, and the sensing covariance matrix.

e Zero-forcing (ZF): Both communication beamforming and
the sensing covariance are solved using ZF approach, and
it jointly optimizes IRS phase shifts and antenna positions.

In Fig. 4, the inherent relationship between the transmit power

and the secure rate is depicted. Through careful observation
of the data in the figure, it can be found that as the transmit
power gradually increases, the secure rate shows a clear linear
growth trend. This phenomenon indicates that, in the current
research context, an increase in transmit power can effectively
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Algorithm 3: PSO-based algorithm for solving problem S TABLEII
(P1). IMULATION PARAMETERS
N, M, J, 0-2, €1, €2, dr, €, dmins Poaxs Q, Smax> Smins C1» Parameter | Description Value
Coy Tty Trs {em,l}, {plr (rn)} M Number of antennas 4
Initialize the velocity U(®) and position P(?) of § ]j ?}‘:m;’er Otf ”:Sheljmems ' zi
particles; ‘e- engt ‘0 the 1ne‘a.r transmit array
Based on the initial positions of the particles, combined Gmin Minimum inter-MA distance A2
. . . L Number of channel paths 10
with Algorithm 1 and Algorithm 2, solve for the Path Toss af the tof Tt 30 dB
. (O) (O) (0) PO ath loss a € rererence distance
corresponding values of we ™/, Ry, V% "and calculate o Path loss exponent 22
R Set Rsec(pS{’)) = R, and then calculate the o? Average noise powers —110 dBm
fitness value for each particle according to (39); Prmax Power of ISAC BS 10 dBm
Let the local best position p* = p.”), and the global best S Number of particles 100
position Q Maximum numbers of iterations 100
N (0) (0) (0) Tt Penalty factors for antenna position 10
P = argmax, o {Flpi "), Fp2"), - ]:(pS )} Tr Penalty factors for sensing constraint 10
For (¢ =1t0 Q) c1 Personal learning factors 1.4
Calculate ¢ according to (41); co Global learning factors 1.4
For (s=1to S) €1 Convergence thresholds for beamforming 10—
Update the positions and velocities of the particles €2 Convergence thresholds for & 10"
respectively according to (40) and (40);
Evaluate the fitness function of particle s by 277
combining with Algorithm 1 and Algorithm 2, and then ——O— Proposed scheme
update it; 95+ |= == :Fixed RIS 2
It (F(pl”) > F FPA -
Ds ) > (ps,best)) RN | | aeens '°' ..... 7F o "““
Update Ps best = pgq); %23 I ‘o“‘
Else £
It (F(p") > F(Pieas) £ :
Update Phest = pgq); @
End % 19
End 2
End 17
Obtain t = p,,;; poes
Calculate the corresponding w., R, and ® according to ? . . . | |
Algorithm 1 and Algorithm 2. 151 5 20 25 30 35 40

Maximum Transmit Power Py, (dBm)

Fig. 4. Secure rate Rsc. versus transmission power.
drive an increase in the secure rate. Meanwhile, it is particularly

noteworthy that the proposed scheme significantly outperforms
the other three comparative schemes in terms of performance.
Whether in the stage of lower transmit power or when the
transmit power is relatively high, the secure rate correspond-
ing to this scheme always remains at a higher level. This not 23+
only fully demonstrates the effectiveness and superiority of the
scheme proposed in this paper but also further illustrates that the
reasonable setting of various variables has a positive promoting
effect on the improvement of the secure rate.

Fig. 5 mainly presents the relationship between the number of
IRS reflection elements and the secure rate. It is not difficult to
find from the figure that as the number of IRS reflection elements _-" 0 ; 9" —o— Proposed scheme
gradually increases, the security rate has been significantly 2 0 - - E;(;d RIS
improved, showing a favorable increasing trend. This clearly
indicates that the IRS has a positive feedback effect on the perfor-
mance of ISAC. More IRS reflection elements can optimize the 20 24 28 30 36 40
signal propagation path and enhance the signal strength, thereby Number of RIS Elements (V)
improving the system’s secure rate, highlighting the key value
of the IRS in improving the performance of ISAC. It is worth ~ Fig. 5. Secure rate Rec versus Number os IRS elements.
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noting that under the same conditions, the proposed algorithm
could perform better in improving the secure rate compared with
other benchmarking schemes.

Fig. 6 reveals the close relationship between the secure rate
and the number of BS transmitting antennas. It can be intuitively
and obviously observed from the figure that as the number of
BS transmitting antennas gradually increases, the secure rate
shows a significant upward trend and achieves a relatively large
increase. This phenomenon fully demonstrates that expanding
the scale of antennas has an extremely favorable promoting ef-
fect on improving the performance of wireless communication.
It means that in a wireless communication system, increasing
the number of BS transmitting antennas can effectively enhance
the stability and efficiency of signal transmission, laying a solid
foundation for the improvement of the secure rate.

Fig. 7 shows the impact of the sensing threshold on secure
communication performance. As shown in the figure, as the
sensing threshold increases, the security performance declines.
At the sensing threshold of ¢ = 0.8 W, the proposed scheme
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outperforms the fixed RIS by 0.28 dB, the FPA by 0.18 dB, and
the ZF by 0.35 dB in secrecy rate, as clearly indicated by the
visual annotations. This is mainly due to the trade-off between
sensing and communication. When sensing performance im-
proves (i.e., when more energy is directed towards eavesdropper
detection), the signal strength available for legitimate users
weakens. As the sensing performance constraints are further
tightened, the security performance will drop sharply. This is
because enhanced sensing performance leads to improved signal
quality at the eavesdropping target, thereby exacerbating the
degradation of security performance. Identifying the optimal
trade-off between sensing and security remains a significant
challenge.

Fig. 8 illustrates the relationship between the normalized
antenna size (£/)) and the secrecy rate. Since the FPA antenna
is a fixed antenna, its performance remains unaffected and stays
as a straight line with the increase in the normalized size of the
antenna. As the normalized antenna size increases, the proposed
scheme can leverage more spatial channel information, leading
to a continuous improvement in the secrecy rate. When the
normalized antenna size reaches a certain level (e.g., £/A = 4.0),
the secrecy rate tends to stabilize. When £ /A = 5.0, the proposed
scheme outperforms Fixed IRS by 0.24 dB, FPA by 0.21 dB, and
ZF by 0.44 dB. This performance stabilization indicates that the
antenna’s influence on the secrecy rate has reached a saturation
point: beyond this point, further increasing the antenna size will
only result in diminishing performance gains.

Finally, the relationship between the number of channel paths
(L) and the secrecy rate is shown in Fig. 9. As the number
of channel paths increases, the proposed scheme can leverage
more diverse channel state information, leading to a continuous
improvement in the secrecy rate. It can be observed from the
figure that the ZF algorithm exhibits poor security performance
when the number of paths is low. The main reason for this is
that the rank of the channel matrix is lower than the number
of transmit/receive antennas, which results in the matrix being
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non-invertible or the pseudo-inverse calculation being inaccu-
rate. A low-rank matrix cannot provide sufficient spatial degrees
of freedom to separate signals. When the number of channel
paths reaches L=S8, the secrecy rate tends to stabilize. At this
critical point, the proposed scheme outperforms the Fixed IRS
by 0.36 dB, the FPA by 0.16 dB, and the ZF by 0.67 dB, as
clearly indicated by the visual annotations in the figure. This
stabilization suggests that the channel paths’ contribution to the
secrecy rate reaches a saturation point, where further increases
in path numbers yield diminishing gains in performance.

V. CONCLUSION

This paper focused on an ISAC system for a single-target
and single-user case, which was assisted by an intelligent re-
flecting surface and MA. The objective was to maximize the
secure rate under the joint optimization of the communication
beamformer at the transmitter, the sensing covariance matrix, the
phase shifts of IRS, and the position of the MA. To solve this
non-convex problem, a PSO-based alternating algorithm was
adopted. Finally, the simulation results demonstrated that the
proposed scheme can achieve good effectiveness compared with
other benchmarking schemes.
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